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CONDUIT Description and Overview

« CONDUIT (Capacity ON Demand User Interaction Toolkit) is a data transfer
orchestration system that eases the burden on users when transferring data
between LANL's networked storage systems

+ By simplifying the file transfer process CONDUIT encourages the use of
campaign storage. Allowing for:
— Automation
— Increased data integrity
— Integration with the HPC systems workload manager
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CONDUIT-In Depth
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What is Open OnDemand? E)nDemand

 Open OnDemand is an open-source web platform which allows users to
access HPC applications and resources from a web browser

« Purpose: Allows users to submit jobs, manage files, and run applications for
supercomputers

< C @

&) Import bookmarks... & Getting Started

Dashboard - Nova OnDemand X | &9 dmdowney@condo20° X @ dmdowney@nova:~

& nova-ondemand.its.iastate.edu/pun/sys/shel a.its edu

Open OnDemand ~ Files ~ Jobs ~  Clusters ~ Interactive Apps ~ @

r Permanently added 'nova.its.iastate.edu,10.89.9.11' (ECDSA) to the list of known hosts.
[>—pen n Terminar ][ Refresn |+ New i (g2 New directory | [ETESEE] (PR concii comyove | [T erification code:
Password:
ast login: Thu Aug 25 15:11:20 2022 from hpczfs@1l.its.iastate.edu

A Home Directory

4| |/ home/ testuser/ | @ Change directory 0 Copy path

[ Show Owner/Mode [ Show Dotfiles  Filter:
Showing 6 of 15 rows - 0 rows selected

O Type & Name size Modified at Queued jobs will not start if they cannot complete before the maintenance
- - (i) 71912025 8:47:36 AM egins. In the output of the squeue command_the reason for those jobs
will state (RegNodeNotAvail, Reserved for maintenance).
0 op_test [ 7I11/2025 8:26:33 AM he jobs will start after the scheduled outage completes.
o foo E] 7/9/2025 8:47:32 AM
O here_test D 7/11/2025 12:59:19 PM
[m) ondemand E] 7/29/2025 6:58:55 AM
o conduit-cmd-configyam! E] 377008 7/9/2025 10:47:31 AM
[dmdowney@nova ~1$
powsred by )
i)nDemand OnDemand version: 4.0.5

Image credit: https://research.it.iastate.edu/open-ondemand

1% Los Alamos

NATIONAL LABORATORY



Open OnDemand Overview
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Project Description and Overview

Integrate CONDUIT into Open OnDemand

* Modify built-in Open OnDemand’s File App to run CONDUIT commands

« Utilize OpenID Connect (OIDC) provided by Open OnDemand for user

authentication

* Implement CONDUIT dashboard as a Passenger App in Open OnDemand
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Running CONDUIT commands in Open OnDemand
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Running CONDUIT Commands in Open OnDemand

Added CONDUIT copy and move commands to the Files app

* Accomplished by modifying ruby code in Open OnDemand’s built in files app
— Modified code runs conduit cp as a shell command
— Then copies or moves files from their source to their destination

» Initial approach of running CONDUIT CLI commands was suboptimal due to
the need for a user Kerberos ticket

» Later approaches consist of building and sending http request directly to the
CONDUIT server

* Allowing us to take advantage of preexisting OIDC tokens in Open
OnDemand to authenticate users with CONDUIT
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Running CONDUIT Commands in Open OnDemand

v ©0 Private browsing

Dashboard - Open OnDemand X +

@ 9O

&~ C @ QO & open-ondemand

-3) Import bookmarks... ) Getting Started

Open OnDemand Files ¥ Jobs ¥ Clusters ¥ Interactive Apps ¥ @

[ >_ Open in Terminal H C' Refresh H =+ New File ][ New Directory ] 2 Upload | & Download [ | Copy/Move H | Conduit Copy/Move ]

Copy or move the files below from /mnt/
fs_1/foo to the current directory: [J Show Owner/Mode  [J Show Dotfiles Filter:
Showing 1 rows - 1 rows selected
hello.txt O Type A Name Size Modified at

hello.txt 11.00 B 7/23/2025 10:14:41 AM

A Home Directory
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OIDC for User Authentication
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What is OIDC?

« OpenlD Connect (OIDC) is an identification protocol, built on top of the
OAuth 2.0 framework, which allows verified users access to protected
endpoints

« Allows users to access applications through using Identity Providers (IDP),
such as email, to authenticate their identities

* Provides users with one set of credentials to access multiple sites
— When users sign into a service, they are redirected to their IDP
— Once users are authenticated, they are redirected back to their application
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OIDC Implementation

« Created a testing environment by creating an Open OnDemand instance
— OIDC Provider: Dex backed by LDAP
— Dex functioned as our substitute for LANL'’s current OIDC provider

« Utilized access token provided by the IDP for authentication

* Access tokens in Open OnDemand
— OIDC tokens are not provided to Open OnDemand apps

— Open OnDemand exposes access tokens to a pre-hook command during PUN
startup

— Used a pre-hook script to write the user’s access token in the user's home
directory

— This access token is later used by conduit apps running in the PUN to
authenticate with CONDUIT
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OIDC Authentication Flow
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Adding CONDUIT as an Open OnDemand Passenger
App
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Interactive vs Passenger Applications

* Interactive Apps

— Plugins containing configuration files and a job template for running a VNC or
Web server application (i.e.Juypter Notebook, MATLAB)

— Run on a compute node

« Passenger Apps
— Racked based Ruby, Python, or Node.JS apps
— Run within the user’'s NGINX (PUN) instance
— Core apps in OnDemand such as the Dashboard and Shell app are Passenger
apps
— Developers can create their own passenger apps in Open OnDemand
— Run on the same node as Open OnDemand
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CONDUIT Dashboard Passenger App

Implemented CONDUIT dashboard as a passenger app

— Because the CONDUIT dashboard is a Node.js application, it is supported by
Open OnDemand

* Previously the dashboard directly sent requests to the HTTP server

 Now we use Express, running within PUN, to proxy the requests from the
dashboard to the CONDUIT server

* These requests are authenticated with the user’'s access token that we
placed in their home directory
— Attach access token to the request header on the client side
— The CONDUIT server verifies the user’s access token with the IDP
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User
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CONDUIT Passenger App Flow

Apache IDP PUN CONDUIT

(DEX)

[1] request for transfers |
(including access token)!

» !
>,

[2] verifyéauthenticated user

B S

[3] respond with claimiheaders

[
L]

[4] respond with transfer;s

Apache IDP PUN CONDUIT

(DEX)



CONDUIT Passenger App

Dashboard - Open OnDemand X W vite + React + TS X + v © Private browsing

<« C QO & open-ondemand ©® 9

-2) Import bookmarks... (5 ) Getting Started

Open OnDemand  Files ~ Jobs ¥ Clusters ¥ Interactive Apps ¥ @

Utilities
« Conduit l

Jemand

A Home Directory
-..——...)d provides an integrated, single access point for all of your HPC resources.
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CONDUIT Passenger App

Dashboard - Open OnDemand X W vite + React + TS X +

&« C @

-3) Import bookmarks... (5 ) Getting Started

CONDUIT&

Dashboard

Transfers

O & open-ondemand

Dashboard

Documentation

Settings

Transfer ID Created Source Destination State Control
659a5db1-9d3d-4ca7-862c-474a32494d5d  2025-08-01T17:50:56Z /mnt/fs_1/foo/hello.txt Imntffs_2/bar/ TRANSFER_FINALIZED Abort
6d5e1bc6-7827-410d-a432-2cdb895466eb  2025-08-01T714:03:30Z  /mnt/fs_1/foofhello.txt /mntffs_2/bar/ TRANSFER_FINALIZED Abort

TRANSFER_FINALIZED Abort

16ce90f7-6ba2-4a36-a889-b4d7f797231f

2025-07-31T20:32:11Z  /mnt/fs_1/foo/hello.txt /mnt/fs_2/bar/hello.txt
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Conclusion

» Provided another way for users to interact with CONDUIT

» Successfully integrated the CONDUIT dashboard into Open OnDemand

« Expanded CONDUIT'’s authentication functionality through the utilizing OIDC

tokens
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Future Work

» Continue upgrading the dashboard

« Work on making the files app requests to CONDUIT more robust

« Adding transfer progress functionality to Open OnDemand CONDUIT requests
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Questions?

Christa Collins

ccollins@lanl.gov

B.S. Computer Engineering, 2025
Liberty University

1% Los Alamos

NATIONAL LABORATORY 8/11/22 23


mailto:ccollins131@liberty.edu

	Integrating CONDUIT (Capacity ON Demand User Interaction Toolkit) into Open OnDemand
	Slide Number 2
	Slide Number 3
	CONDUIT-In Depth�
	Slide Number 5
	Slide Number 6
	Slide Number 7
	Slide Number 8
	Slide Number 9
	Slide Number 10
	Slide Number 11
	Slide Number 12
	Slide Number 13
	Slide Number 14
	Slide Number 15
	Slide Number 16
	Slide Number 17
	Slide Number 18
	Slide Number 19
	Slide Number 20
	Slide Number 21
	Slide Number 22
	Slide Number 23

